PATHOGEN ASSET CONTROL SYSTEM

PACS BACKUP GUIDE

SI-P-5-8-001-01
Revision 3



PACS BACKUP GUIDE SI-P-5-8-001-01

Contents
REVISION HISTORY ..ttt ettt e e ettt e e e sttt et e e e s e uaa b bt e e e e e e e s aas bbb eeeeeeasaunba et eeeeeesaanbabeeeeesesansnnaaaeeeesannnnnees 3
1. INTRODUCGTION ...ttt ettt et e e ettt e e e sttt et e e e s e st bt et e e e seaanbe et eeeeeesaunbeeteeeeeesannbabteaaesesansnnbeaeeeesannnnnnes 4
2. CLASSIFICATION ...uttettetieteeite sttt et st ettt st s bt e b e e e e s e saeesaee s bt e sb e e et eae e sae e ebe e be e s e earesanesanesmnesmeenbeenneenneenneans 4
2.1 AREA bRttt s R bt e et e e e e et b e R e b e e Rt e b e e resane e nae 4
2.2 INSTRUCTION TYPE ...ttt ettt ettt ettt st st s b s bt e s b e ettt e et e e ae e eb e e s b e e b e e b e eanesanesmneneee 4
2.3 APPLICABLE PRODUCT VERSION(S) c..ueeeteteeee ettt eetteectteeettesstteestee st e eaeesateasveessteasnseesntaasnseesnsaasnsessnseesnsenan 4
3. REFERENCE DOCUMENTS ..ottt ettt e e ettt e e e e ettt et e e e e s e s aabeb e e e e e e e s abaeteeeeeeseaasnbaeaeeeesesaunsaeaeeaesanaan 4
4. PREREQUISITES ...ttt ettt ettt ettt et ettt ettt et et et et e tetetere e et et et et et et et e s et et et et et et e s et atesetarararararerererererererererans 4
5. PACS Backup for PACS Database 0N @ SEIVET .....c...eeiiieriieiiieiiteeiee sttt st e bttt e st e sb e e saeesbeesseesbeesnneesane 5
5.1 How to verify the integrity Of the DACKUDS............ccueeeicuveeeeeiee e eetee e ccieeeeeee e e tee e e s sre e e e saaa e e esvaaeesbaeeeennes 5
5.2 RDX Cartridges replaCement ProCEAUIE. ...............ccouueeicveeeecieeeeeiieeeeetee e e etee e seteeeeestresessaareessseeeessaeeeenes 6
5.3 Performing MANUGT BACKUPD ............cuueeeicuiee et eetee ettt e e et e e e ete e e st e e e ettee e s ttaeesssbaeeeessseesssseeeeasaeeennnes 7
5.4 WAGE YOU NEEA 10 U0 ...ttt ettt sttt st s e st e s bt e s bt e e bt e sbeeebeesbeeeneesane 8
6. PACS Backup for PACS Database on a workstation/standalone installation ...........ccceeveveeceiieciee e 9
6.1 HOW to Verify iNtegrity Of BACKUD ........cocueeeeecieee et st e ettt ee e sttt e s et e e sae e e e s sbaeessaaeeesnaeeeesnraeeennnes 9
6.2 Configuring start time of Daily and Weekly BACKUPS.............c...cocccueeeeciueeeeiciieeeeiiee e eiieeeesteeeeecianeeesiveeeeas 10
6.3 WRGE YOU NEEA T0 0O ...ttt e e e e e e st e e e e e e se b ta e e e e e e seaatbaeeeaesensstaaneeeseannes 12

Page 2 of 12



PACS BACKUP GUIDE

SI-P-5-8-001-01

REVISION HISTORY

style changes

Revision Issue Date Comments
1 October 11, 2021 Initial version
2 October 19, 2021 Formatting and style changes
3 November 1, 2021 Correction made to text in Section 6.3; Formatting and

Page 3 of 12




PACS BACKUP GUIDE SI-P-5-8-001-01

1. INTRODUCTION

This document describes the backup process of the Pathogen Asset Control System (PACS).

2. CLASSIFICATION
2.1 AREA

e Hardware
o Off-site Backup
o RDX Cartridges Replacement
e Software
o PACS Backup Strategy
o Backup Jobs
o PACS Database Backup/Restore Procedure

2.2 INSTRUCTION TYPE

e Maintenance and Support

2.3 APPLICABLE PRODUCT VERSION(S)

e Windows Server 2019/2016/2012/2012 R2 Standard Edition
e Microsoft SQL Server 2019/2017/2016/2014/2012 Standard Edition, 2019 Express Edition
e Pathogen Asset Control System (PACS) 5.8.834

3. REFERENCE DOCUMENTS

This document has the following reference documents:

Document

Abbreviation Document Official Name Link (if applicable)

https://pacs.btrp.net/wp-
SI-P-5-8-001-00 PACS Maintenance | content/uploads/2021/08/SI-P-5-8-

- and Support Plan 001-00-PACS-Maintenance-and-
Support-Plan.pdf
https://pacs.btrp.net/wp-

| 2021 |-P-5-8-
PACS Setup Guide SI-P-5-8-000-01 PACS SETUP GUIDE | S2ntent/uploads/2021/05/51-P-5-8

000-01-PACS-Server-Workstation-
Brief-Configuration 052721.pdf

4. PREREQUISITES

This instruction has the following prerequisites:
1) The PACS Setup Guide instruction shall precede the current instruction.

2) The M&S Plan instruction shall precede the current instruction.
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5. PACS Backup for PACS Database on a server

If your center / facility stores PACS database on a server, then it means that
the PACS is being automatically backed up daily at the pre-configured time,
and the backup stack depth stored on the server are:

e Daily backups going back 7 days.
e Weekly backups going back 4 weeks per Server Configuration.

_rotate Folder Structure

Friday Thursday Wednesday Tuesday Monday Sunday Saturday
000 (Ooo \ (ooo\ Qoo \ (Coo \ (Coo\ [SE[s]
@) (&) o) (B [er<@

(Ooo \
(\ shifted from day 7
,\j (last Sat)
<(N shifted from
,\) Week 2

Q shifted from

Week 3

Figure 1. PACS Backup Stack Depth Illustration

Each time the PACS application is updated, an SQL database backup is also taken during the
process.

5.1 How to verify the integrity of the backups

According to the best practices and information security standards, including 1SO27001, it is
highly recommended to periodically check stored archive data for its timely creation, relevance,
confidentiality, integrity, and availability. The backup storage device and the data stored on
it should be checked every two weeks, and any loss or missing data should immediately be
reported to the organization’s relevant leadership for further investigation.

The integrity of the stored archive data can be verified by checking the location where the
backups are stored —the “_rotate” folder on the server (E:\BACKUP\_rotate folder). There
should be folders 1-7 (for daily stack), and 3 other folders: Week 2, Week 3, and Week 4. Go
to folder “1” — this will contain the latest backup. If the file was modified yesterday or today,
this means that the backup is working correctly. Please feel free to contact BV support
personnel if you have any questions.
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Figure 2. Task Scheduler
In Windows Task Scheduler, Backup_Rotate Daily and Backup_Rotate_Weekly tasks (in yellow
highlight) provides information on what time the backups are scheduled to occur; Date modified
column in Backup folder or the “_rotate” folder details the date and time last modified (in yellow
highlight). This should be checked every 2 weeks to ensure backup is working correctly.

Additionally, the whole PACS Virtual Machine (VM)is usually backed up to an
external tape (RDX cartridge) or LTO (LTO6/7/8) weekly. These tapes/LTO should ideally be
changed each week, and stored off-site, in case there is any force majeure event, then at least
all information up until that week will still be recoverable.

5.2 RDX Cartridges replacement procedure

Ejecting Cartridge

1. Press the Eject button on the front panel.

Figure 3. 0- Cartridge activity LED; (2 Eject button

Note: On the internal model, the Eject button is to the right of the cartridge slot.

o

H =

Figure 4. Front panel of an internal drive
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2. The drive completes any task it is currently performing and ejects the cartridge. When the
cartridge has been ejected by the unit, grasp the exposed sides of the cartridge, and pull it
straight out.

Inserting cartridge

1. Insert a cartridge into the unit with the keyed corner facing the upper left corner of the RDX
Removable Disk Backup System. The cartridge fits in only one orientation. (The write-protect
tab is on the back right of the cartridge.)

2. Push the cartridge gently into the unit until it locks into place with a clicking sound.

Figure 5. O - write protect tab; (2 Keyed corner

5.3 Performing Manual Backup

Additionally, IT and ICT professionals who are responsible for the update and maintenance
procedures can manually perform a backup in SQL Management Studio by the following steps:

1. Expand “Databases” item on the left in Object Explorer.

2. Right click on PACS and from the context menu navigate to Tasks = Back Up as per Figure 6.

Object Explorer - 3 x

Connect~ ¥ 3 m 7 5.5
B PACSVM\SYSTEM (SQL Server 11.0.7001 -
3 Databases

%[ Systemn Databases
# [a Database Snapshots

(o]

Detach..

3 D New Database... Take Offline

Hta Ta New Query Bring Online

scavi | Scipt Database as > o

sl e e

FEPE policies * | Restore

#3 Se

Facets

@6 St Mirror...

Srase | StartPowerShell Launch Database Mirraring Monitor...
513 Securitl| Reports »  Ship Transaction Logs..

%0 Server [ Rename Generate Scripts...

H a Replica Delete

Extract Data-tier Application.
[ 3 Always

Refresh Deploy Database to SQL Azure...
# (1 Manag ’ -
F0aIntegra | Froperies Export Data-tier Application...
i &b SQL Server Agent Register as Data-tier Application...

Upgrade Data-tier Application...
Delete Data-tier Application...
Import Data.

Export Data...

Copy Database...

Manage Database Encryption...

Figure 6. PACS Back Up from context menu in SQL Management Studio

Page 7 of 12



PACS BACKUP GUIDE

SI-P-5-8-001-01

% s T ELS

J
WVM\SYSTEM (SQL Server 11.0.7001 -| Selecta page
tabases # General
System Databases + Options

Database Snapshots
PACS

3 Database Diagrams
2 Tables

3 Views

J Select Backup Destination

Select the file or backup device for the backup destination. You can create backup devices
for frequently used files.

Destinations on disk

(®) File name

Cancel

EScript v CiHelp

Source
Database PACS
Recovery model SIMPLE
Backup type: Ful
[ Copy-only Backup
Backup component
(®) Database

Backup set
Name: PACS-Full Database Backup
Description
Backup set will expire
(®) After 0 <l days
O on 7/201
Destination

Remove

Contents.

OK Cancel

Figure 7. Back Up Database — PACS window

3. The Back Up Database — PACS window opens as per Figure 7.

4. Inthe General window click Add.

5. The Select Back Up Destination window opens. Type a unique name for the backup, e.g.,
PACS 5.8.852 070CT2021.bak. Click OK to confirm the process.

5.4 What you need to do

Cold Backup: On a weekly basis replace RDX cartridge and store the cartridge offsite

(outside of the server room, ideally in a separate building from the server room).

Regular Monitoring: Twice a month check the DATE and TIME modified on the PACS

_rotate folder to ensure that the backup is performing correctly. During this, ensure
that the ACTUAL SIZE of backup folder and *.bak files located inside it, is more than
0 Kb. Alternatively, you can check in Windows Task Scheduler as per Figure 8,
Backup_Rotate Daily and Backup _Rotate Weekly tasks (in yellow highlight) — Last
Run Result column, which should indicate that the operation completed

successfully.

*) Task Scheduler
File Action View Help
| 2@ Him
+) Task Scheduler (Local)

& Task Scheduler Library

Name Status Triggers

» Backup_Rotate_Daily Ready At 6:00 PM every day
B Backup_Rotate_Weekly

B Maintenanceindexes_PACS
B MaintenanceShrink_PACS

B SearchEngineCache_PACS

Ready At 11:55 AM every day

Ready At11:15AM every day

Ready At 9:00 PM every Friday of every week starting 8/30/2021

Ready At 10:45 AM every Sunday of every week, starting 5/26/2...

Next Run Time Last Run Time

9/20/2021 6:00:01 PM
9/17/2021 9:00:02 PM
9/21/2021 11:55:01 ...
9/19/2021 10:45:00 ...
. 972172021 11:15:01 ...

9/21/2021 6:00:00 PM
9/24/2021 9:00:00 PM
9/22/2021 11:55:00 ...

Last Run Result

The operation completed successfully. (0x0)
The operation completed successfully. (0x0)
The operation completed successfully. (0x0)
The operation completed successfully. (0x0)
The operation completed successfully. (0x0)

Figure 8. Windows Task Scheduler — PACS daily/weekly backup tasks (Last Run Result) window
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6. PACS Backup for PACS Database on a workstation/standalone
installation

If your PACS database is installed in a standalone mode, i.e., on one
machine, then it is even more important for you to ensure that you
have a good and properly configured backup schedule. PACS is being
automatically backed up daily at the pre-configured time, and the
backup stack depth stored on the workstation itself are:

e Daily backups going back 7 days.

e Weekly backups going back 4 weeks per Server Configuration.

_rotate Folder Structure
Friday Thursday Wednesday Tuesday Monday Sunday Saturday
Go0 (@EE\ [EEERY (@oa\ [EGERY

@] (2] (@] (@] (@

$1 tt tt T

00
(\ shifted from day 7
\) (last Sat)

shifted from
Week 2

(-\ shifted from
,,\J Week 3

Figure 9. PACS Backup Stack Depth Illustration

Each time the PACS application is updated, an SQL database backup is also taken during the
process.

However, this means that if something goes wrong with this machine, this can pose a threat to
the stored backups as well. Thus, it is extremely important that someone on-site is designated
to perform weekly export of stored backup to an external hard drive.

6.1 How to verify integrity of backup

According to the best practices and information security standards, including 1SO027001, it is
highly recommended to periodically check stored archive data for its timely creation, relevance,
confidentiality, integrity, and availability. The backup data should be checked every two
weeks, and any loss or missing data should immediately be reported to the organization’s
relevant leadership for further investigation.
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6.

1.

The integrity of the stored archive data can be verified by checking the location where the
backups are stored —the “_rotate” folder on the server (D:\BACKUP\_rotate folder). There
should be folders 1-7 (for daily stack), and 3 other folders: Week 2, Week 3, and Week 4. Go
to folder “1” — this will contain the latest backup. If the file was modified yesterday or today,
this means that the backup is working correctly. Please feel free to contact BV support
personnel if you have any questions.

Figure 10. Task Scheduler
In Windows Task Scheduler, Backup_Rotate Daily and Backup_Rotate Weekly tasks (in yellow
highlight) provides information on what time the backups are scheduled to occur; Date modified
column in Backup folder or the “_rotate” folder details the date and time last modified (in yellow
highlight). This should be checked every 2 weeks to ensure backup is working correctly.

It is recommended that the IT/ICT professional or PACS Admin responsible for PACS
maintenance and support exports all PACS backup files and transfers them to an external hard
drive on a weekly basis. It is very important that the external hard drive is stored off-site, in case
there is any force majeure event, then at least all information since the last backup will still be
recoverable.

2 Configuring start time of Daily and Weekly Backups

It is very important to properly configure the start time of Backup_Rotate_Daily and
Backup_Rotate_Weekly tasks on a Standalone workstation, since by script’s default, the start
time is configured to 6PM (the time when most facilities have already switched off the
workstations, thus the backup will not run), unlike a server which is usually operational 24/7.
This can be manually done from Windows Task Scheduler by the following steps:

Right click on the task name and from the context menu navigate to Properties as per Figure
11.

Page 10 of 12



PACS BACKUP GUIDE SI-P-5-8-001-01

Name Status Triggers
[&] Backup_Rotate_Dail; g i
(5 Backup_Rotate_Wes Run M even
(® Maintenancelndexe End AM eve
(® MaintenanceShrink. Disable AM eve
(B SearchEngineCache Export... AM eve
Properties
Delete

Figure 11. Windows Task Scheduler — PACS daily/weekly backup tasks (context menu) window

2. Navigate to Triggers tab, select the Details of the Trigger, and click Edit as per Figure 12.

Name Status Triggers Next Run Time Last Run Tir

® Backup_Rotate
5 Backup_Rotate
5 Maintenancelr|

(® Backup_Rotate_Daily Properties (Local Computer) X

General Triggers Actions Conditions Settings History (disabled)
® MaintenanceS|

(®SearchEngined  When you create a task, you can specify the conditions that will trigger the task.

Trigger Details Status
Daily At 6:00 PM every day Enabled
< |
General Triggers
Name: Bl‘
Location:  \
Author P4
Description: [T
New... Edit... Delete

Figure 12. Windows Task Scheduler — Backup_Rotate_Daily Properties — Triggers window

Security option

3. Edit the Start time of selected task according to facility’s standard working hours and click OK
to save the configuration as per Figure 13.

Name Status_Triggers Next Run Time Last Run Time Tast Run R

21/2021 6:00:00 PM  9/20/2021 6:00:01 PM  The operat
242021 &00-DOPM.__Q/17/2021 &-00-02 PM._The nnecat]

bgers Actions Conditions Settings History (¢ Edit Trigger A
|
create a task, you can specify the conditions that Begin the task:  On a schedule v
‘ Settings
i'::; i 3 ‘ O Onetime Start: 8/30/2021 @~ | |11:00:00 [ ' </| (] Synchronize across time zones
t 6 every day —
‘ @ Daily 7
O Weekly Recur every: |1 1 days
O Monthly

Advanced settings
[] Delay task for up to (random delay): 1 hour

[[] Repeat task every: 1 hour 1 day

top task if it runs longer than: ays
[ Expire: 2 42 PM
| [ Enabled
|
When running the task, use the following useu;

SYSTEM 0K l Cancel

Awiny vprs

Figure 13. Windows Task Scheduler — Edit Trigger window
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6.3 What you need to do

Cold Backup: On a weekly basis copy the PACS backup file from Folder “1” to an
external hard drive and store the external hard drive off-site (ideally in a
separate building from the workstation).

Regular Monitoring: Twice a month check the DATE and TIME modified on the
PACS _rotate folder to ensure that the backup is performing correctly. During
this, ensure that the ACTUAL SIZE of backup folder and *.bak files located inside
it is more than 0 Kb. Alternatively, you can check in Windows Task Scheduler as
per Figure 14, Backup_Rotate_Daily and Backup_Rotate Weekly tasks (in yellow
highlight) — Last Run Result column, which should indicate that the operation
completed successfully.

5) Task Scheduler
File Action View Help
=2 Him
) Task Scheduler (Local)

& Task Scheduler Library

Name

Status Triggers Next Run Time Last Run Time Last Run Result

B Backup_Rotate_Daily Ready At 6:00 PM every day 9/21/2021 6:00:00PM  9/20/2021 6:00:01 PM  The operation completed successfully. (0x0)
B Backup_Rotate_Weekly Ready At 3:00 PM every Friday of every week, starting 8/30/2021  9/24/2021 %:00:00PM  9/17/2021 %:00:02PM  The operation completed successfully. (0x0)
% Maintenanceindexes PACS Ready At 11:55 AM every day 9/22/2021 11:55:00 ...  9/21/2021 11:5501 ...  The operation completed successfully. (0x0)

B MaintenanceShrink PACS ~ Ready At 10:45 AM every Sunday of every week, starting 5/26/2... 9.

021 10:45:00 ...  9/19/2021 10:45:00 ...  The operation completed successfully. (0x0)

B SearchEngineCache PACS  Ready At 11:15 AM every day 9/22/202111:15:00...  9/21/202111:15:01...  The operation completed successfully. (0x0)

Figure 14. Windows Task Scheduler — PACS daily/weekly backup tasks (Last Run Result) window

Page 12 of 12




